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19th year in education. Dr. Dawes has also served 
as a Special Education teacher at a mental health  
facility, an ESE Specialist, and an Assistant  
Principal.

Cpl. Alison DiSarro began working with the Collier 
County Sheriff’s Office in 2001 as a Road Patrol 
Deputy. In 2003, Cpl. DiSarro transferred to the 
Youth Relations Bureau (YRB). She has served as 
a YRB Deputy at the high school and elementary 
school levels, and is currently assigned to Naples 
High School while also assisting at Lake Park  
Elementary School. Cpl. DiSarro has been involved 
in numerous investigations and high profile cases 
while being in Youth Relations including a Stand 
Your Ground trial.  

Dr. Russell Sabella is a Professor of Counseling 
in the College of Education at Florida Gulf Coast  
University and President of Sabella & Associates. 
He is the author of numerous articles published 
in journals, magazines, and newsletters, and co- 
authored two books. Dr. Sabella has trained and 
consulted with thousands of school counselors, 
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throughout the country.
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Key Club, Interact Club, Junior State of America, 
and National Honor Society. He is also the Student  
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of community service. Brandley recently wrote his  
research paper for the Laureate Program on the 
use of social media by teens. He plans to attend 
Cornell University in the fall.

Greg Turchetta and his team at Collier County 
Public Schools are responsible for district-wide 
communications. He serves as school district 
spokesperson and primary point of contact for all 
media inquiries. He also uses his extensive media 
management background to counsel all District 
schools on effective communications strategies, 
media management, and crisis management. Prior 
to joining public education, Greg had an award- 
winning 21-year television news career. 

Sgt. Wade Williams has been in law enforcement 
for more than 12 years. He has been the supervisor 
of the Special Crimes Bureau-Exploitation Section 
of the Collier County Sheriff’s Office for the last two 
years, where he supervises the missing persons 
unit, the sex offender unit, the Internet exploitation 
unit, and the human trafficking unit. Sgt. Williams is 
also the supervisor for the Federal Internet Crimes 
Against Children Task Force and the Southwest 
Florida Human Trafficking Task Force for Collier 
County.
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How Parents Monitor Their Teen’s Digital Behavior

5 Tips for Becoming a Cyber Savvy Parent or Educator

1
2
3

Among parents of teens ages 13 to 17, 
the % who have ever ...

Checked which 
website their 

teen visited

Checked teen’s 
social media profile

Looked through teen’s phone 
calls records or messages

Used parental controls for blocking, 
filtering, or monitoring their teen’s 

online activities

Used parental controls to restrict teen’s cell phone use

Used monitoring tools to track teen’s location  
with his/her cell phone

Adapted from the Pew Research Center
(http://www.pewinternet.org/2016/01/07/how-parents-monitor-their-teens-digital-behavior)

• A majority of parents have personally monitored their teen’s web 
history or social media profile - but fewer use parental controls or 
tracking tools.

• Parents of younger teens tend to keep a more watchful eye on the 
types of websites their teen visits and are also more likely to use  
parental tools to monitor or block online content.

• Nearly two-thirds of parents have limited their teen’s screen time  
as punishment, and just over half limit how much time their teen  
is allowed to spend online.

• Just under half of parents are friends with their teenage child on  
Facebook, while one-in-ten follow their teen on Twitter.

• Half of parents know the password to their teen’s email account, 
while one-in-three parents are privy to their teen’s social media 
passwords.

Adapted from Safe, Smart & Social (https://safesmartsocial.com/cyber-savvy-parent-educator)

DIGITAL BEHAVIOR
MONITORING YOUR CHILD’S

61%

60%

48%

39%

16%

16%

Delegate Some Research to the Experts 
As a parent or educator, if you’re on social media, follow the experts researching the latest tech developments, app safety  
guidelines, and social media trends among teens and tweens. Beat the learning curve by feeding yourself small, regular  
doses of the latest tech news.

Listen and Learn 
When kids start talking about a new app or game, communicate interest by saying, “Show me,” or “Let’s check it out  
together.” Ask your kids thoughtful questions about how certain features work and engage their reasoning skills to see  
if they understand any potential risks in the technology they’re using.

Find Strength in Numbers 
No matter how technically defunct you may feel, you probably know at least one tech rockstar. Tap into that resource.  
Why not plan a dinner party where a few friends bring their family mobile devices? Over dessert, let the kids watch a  
movie while the adults get to work helping each other set up parental controls and other safety features, or just share  
knowledge about how things work.

4

5

Start Slow and Keep it Simple 
Rather than trying to learn about every device platform or all of the latest apps  
out there, start by diving deeper on one mobile device and two or three of the  
most popular apps kids are using. With younger kids, you can start slowly with  
privileges and access learning how to protect one thing really well, then another, 
then another. However, if you are raising or educating kids who are already fully 
active online and in the social media cosmos, your best option is to talk openly  
and honestly with them about the risks they face.

Don’t Give Up 
Our responsibilities as parents and educators demand that we stay engaged in our 
kids’ digital lives. As easy as it might be to wish all of this tech complexity away, it 
just isn’t reality. In order to protect our kids in the digital world and train them to use 
wisdom online, we must continue to gain knowledge and understanding about the 
technology they’re using.



PERISCOPE (Age: 13+)
Location-based app that allows users to watch  
and broadcast real-time videos.

WHATSAPP (Age: 16+)
Instant messaging app that uses the Internet to send messages, 
images, audio, or video. Bypasses text messaging.

POKEMON GO (Age: 9+)
Augmented-reality mobile game that has 
raised some safety concerns.

HOUSEPARTY (Age: 14+)
Unmoderated app allowing video chat with 2-8  
people at the same time.

MINECRAFT (Age: 7+)
Best-selling PC game. Can be used for educational 
purposes, but players can encounter bullying.

SMS TEXT MESSAGING (Age: all)
Text messaging connected to mobile phone number. 
Trackable and least difficult for parents to monitor.

MUSICAL.LY (Age: 13+)
Allows users to create lip-syncing videos to  
favorite songs.

SNAPCHAT (Age: 13+)
Allows users to send photos and short videos that  
disappear seconds after opening.

PINTEREST (Age: 13+)
Visual discovery tool that allows users to  
find and save ideas.

TWITTER (Age: 13+)
Online social network that allows users to  
send messages up to 140 characters.

YOUTUBE (Age: 13+)
Free platform for watching and  
uploading videos.

LINKEDIN (Age: 14+)
Business-oriented social network that allows  
users to maintain professional connections.

APP GUIDE FOR PARENTS AND EDUCATORS

green zone

gray zone

Adapted from Safe, Smart & Social (https://safesmartsocial.com/app-guide-parents-teachers/)
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According to Safe, Smart & Social, “Green Zone” apps are 
the lesser of the troublesome apps for teens and tweens, 
and when used wisely, can be places to start on social 
media. Monitoring your child’s usage of these apps, 
however, is still of critical importance.  

According to Safe, Smart & Social, “Gray Zone” apps are 
where students WANT to hang out, but unwise posting 
could hurt them. Parents should participate in these 
apps with students to keep them safe.

FACEBOOK MESSENGER (Age: 13+)
Chat app that allows users to have conversations with 
people on their Facebook friend list.

* The apps listed below are not inclusive of all apps available and are not endorsed by Collier County Public Schools.

FACEBOOK (Age: 13+)
Aims to give people the power to share and make the 
world more open and connected.

To report a threatening message on Facebook, visit: 
www.facebook.com/help/contact/497274833784151?helpref=faq_content

INSTAGRAM (Age: 13+)
Free photo sharing app that allows users to take photos, 
apply filters, and share on social media.

To report a threatening message on Instagram, visit: 
help.instagram.com/192435014247952?helpref=faq_content

To report a threatening message on Twitter, visit: 
support.twitter.com/articles/20169998#howdoifile

To report a threatening message on Snapchat, visit: 
support.snapchat.com/co/harassment



AFTERSCHOOL (Age: 17+)
Anonymous app that creates chat groups for every  
school. Messages often include bullying, pornography, 
and alcohol or drug references. SECRET (Age: 17+)

Allows users to share messages anonymously. Users can 
see a “secret” posted about them, but do not know which 
of their connections sent it.

FINSTAGRAM (Age: 13+)
Allows for a fake (or second) Instagram account that 
kids can use to post photos and video without parents 
knowing.

SLINGSHOT (Age: 13+)
Marketed to boys and allows users to vote or create polls 
that could contain inappropriate content.

BURNBOOK (Age: 18+)
Anonymous app for posting text, photos, and audio  
rumor messages about others. WATTPAD (Age: 17+)

Online storytelling community. Allows explicit and  
inappropriate content and is linked to Facebook profiles.

TUMBLR (Age: 13+)
Blogging platform that allows users to post multimedia 
content, including pornographic information. Encourages 
users to hide from their real identity.

OOVOO (Age: 13+)
Video and messaging app that allows users to video chat 
with up to 12 people at one time. Used by predators to 
contact underage children.

ASK.FM (Age: 13+)
Encourages users to set up a public profile and allows 
anonymous people to ask them questions.

TINDER (Age: 18+)
Dating app marketed to adults that allows users to  
connect with other Tinder users.

JOTT MESSENGER (Age: 13+)
Creates a closed network with other devices that allows 
users to send messages without a data plan or WiFi. 
Allows messages to disappear.

STREETCHAT (Age: 14+)
Live photo-sharing board that does not require users  
to confirm their identity.

CALCULATOR% (Age: 4+)
“Private Photo” (Calculator%) allows users to hide photos  
and videos behind an innocent-looking calculator app. 
Entering a passcode opens a private area. WISHBONE (Age: 13+)

Marketed to girls and allows users to vote or create polls 
that could contain inappropriate content.

OGLE (Age: 17+)
Searches user’s location for nearby schools, then allows 
anyone to interact anonymously. Bullies and predators can 
masquerade as students and friends.

WHISPER (Age: 17+)
Users post messages anonymously by superimposing 
text on an image. Has raised security concerns regarding 
GPS tracking capability.

OMEGLE (Age: 18+)
Anonymous text and video chat room that connects 
strangers to talk with each other. Contains inappropriate 
and unmoderated content.

YIK YAK (Age: 18+)
Anonymous social network app that allows users to see 
messages posted by other users within a 5-mile radius.

red zone
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According to Safe, Smart & Social, “Red Zone” apps are usually  
anonymous apps and are NOT considered safe for teens and tweens. 
These apps usually have inappropriate and unmoderated  
content, and lend themselves to cyberbullying and predators.

KIK MESSENGER (Age: 17+)
Instant messaging app that allows users to anonymously 
send and receive messages to other Kik users.

To report a threatening message on Kik Messenger, visit: 
kikinteractive.zendesk.com/hc/en-us/articles/217680878-I-m-being-harassed-on-Kik-What-can-I-do-



KEEPING KIDS SAFE
AND ON

ONLINE
SOCIAL MEDIA

Source: Common Sense Media
(https://www.commonsensemedia.org/privacy-and-internet-safety/how-do-i-protect-my-kids-privacy-online)

First, there are two kinds of online privacy. Personal privacy refers to your kid’s online reputation, and consumer privacy  
(also known as customer privacy) refers to the data companies can collect about your kid during an online interaction or 
transaction. Both are important, and a few simple steps can help parents and kids keep their private information private.

The first step is using strict privacy settings in apps and on websites. When you or your kid gets a new device or signs up 
for a new website or app, establish your privacy preferences. Follow the directions during initial set-up, or go to the section 
marked “privacy” or “settings” and opt out of things such as location sharing and the ability for the app or website to post to 
social media sites such as Facebook on your behalf. Encourage kids to read the fine print before checking a box or entering 
an email address. Although it might not be practical to read through every Terms of Service contract, it’s good to remind  
kids to be aware of what information they’re agreeing to share before they start using an app, a website, or a device.

Next, teach your kids always to consider the information they’re potentially giving away when engaging online. For younger 
kids, define that information as address, phone number, and birth date. Make sure they understand the basics of good  
online behavior, too, including thinking about the impact of posting a photo or comment. Remind them that it’s not always 
easy to take back something once it’s online and that texts and photos can be forwarded to anyone.

Finally, there are some legal restrictions in place to help protect your kids’ consumer privacy and insure they’re using age- 
appropriate websites and apps. The Children’s Online Privacy Protection Act (COPPA) prevents kid-targeted websites and 
apps from collecting data from kids younger than 13 without parental consent.

Source: Common Sense Media
(https://www.commonsensemedia.org/privacy-and-internet-safety/what-are-the-best-privacy-settings-for-my-computer-and-smartphone)

Turn off location services.  
This prevents apps from  
tracking your location.

Do not let apps share data. Some 
apps want to use information stored 
on your phone (i.e. contact list).

Be careful with social logins. When you log onto a site with 
your Facebook or Google username and password, you may 
be allowing that app to access certain information from your 
profile. Read the fine print to know what you are sharing.

Enable privacy settings on downloaded apps. 
Make sure your kids use strict privacy settings  
on social media services and online gaming.

PROTECTING YOUR CHILD’S PRIVACY ONLINE

BEST PRIVACY SETTINGS FOR SMARTPHONES

location services

app privacy settingsData sharing

social logins



Common Sense Media
www.commonsensemedia.org

A Parent’s Guide to the Internet 
(FBI Resource)
www.fbi.gov/resources/parents

NetSmartz - National Center for 
Missing & Exploited Children
www.netsmartz.org/Parents

Safe Florida - Attorney  
General of Florida
www.safeflorida.net/safesurf

Stay Safe Online - National  
Cyber Security Alliance
www.staysafeonline.org

Source: NetSmartz
(https://www.netsmartz.org/parents)

of TEENAGERS

of TEENS

HIDE

ONLINE BEHAVIOR

say they know how to

say they would change their

online from their parents

rue

elpful

nspiring

ecessary

ind

what they do 

if they knew that their  
PARENTS were watching them

Use these discussion starters  
to talk about online safety

social media

CELL PHONE USE

67%

43%

the conversation

WEB RESOURCES 
FOR SOCIAL MEDIA SAFETY

BEFORE YOU POST

is it . . .

did you know?

T.H.I.N.K.
T
h
i
n
k

START

Ask Children:

• What is your favorite website? What do you like to do there?
• Have you ever seen something online you did not want to see?
• Do you ever talk to people you do not know online?  

What do you talk about? 

Ask Tweens and Teens:

• Can you show me which sites and apps you are using?
• Would you feel comfortable if I checked your accounts?
• What kinds of things do you post?
• How do you decide who to add as a friend?
• How much personal information do you share online?

Make discussions about cell phone use a habit.

• What do you use your phone for the most? Can you show me some 
of your favorite apps?

• Do you know everyone you have as a contact in your phone and on 
different apps?

• Has anyone ever taken an embarrassing picture of you without your 
permission? What did you do with it?

• Have you ever talked with someone you first met online on your cell 
phone?

• What would you do if someone sent you a text or picture that was 
inappropriate?

• Do you know how to turn off GPS and turn on privacy settings for the 
different apps you use?



CYBERBULLYING
what parents need to know

what is it?

spot it deal with it

stand up to it

Cyberbullying is the use of technology to tease, humiliate, threaten, 
and/or harass someone.

A child who is being 
cyberbullied may:

If your child is being cyberbullied, 
teach them to:

If your child sees someone being 
cyberbullied, tell them to:

If your child is being cyberbullied, 
YOU should:

Source: NetSmartz
(https://www.netsmartz.org/tipsheets)

It can take place through text messaging or social media. Cyberbullies might send mean comments, post 
embarrassing photos, or share private information about someone to humiliate or mock them online. 

Even if a child is not being cyberbullied, remind them that it is everyone’s job to prevent bullying and 
encourage them to take a stand.

• Avoid using the Internet

• Seem stressed when 
getting an email, instant 
message, or text

• Withdraw from family  
and friends

• Resist attending school 
and social events

• Show signs of low self- 
esteem like depression  
or fear

• Have declining grades

• Stop eating or sleeping

• In serious cases, they  
may consider suicide

• Not respond
• Save the evidence
• Report it to the website or app where the  

cyberbullying is taking place

• Not forward embarrassing photos or messages
• Not comment on insulting or harassing posts
• Report it to the website or app where it is occurring
• Tell a teacher at school if it involves a classmate
• Support the victim by being a good friend and 

showing the cyberbullies they won’t join in

• Meet with school administrators to discuss a plan 
of action and their bullying policy

• Talk about the situation with the bully’s parent or 
guardian


